


procedural content corresponds to unchoreographed
interactions between people. The mix of procedural and
non-procedural content depends on the process, the
business, and the type of application. Some business
processes, e.g., benefit claim processing, are high in
procedural content. Others, like legal case management, are
high in non-procedural content.

An explicit representation of a process, like a PERT chart,
is useful for representing procedural content. Explicit
representation makes it possible to analyze, simulate,
manage, and administer the business process.

Non-procedural behaviors typically represent actions taken
when handling "exceptions” to the structured process
representation. Some examples of exceptions that arise
frequently and must be handied are:
e reassigning work from one person (who is
unexpectedly unable or unavailable to complete the
work) to another person;
e  overriding the process when a required approval has
not been received and is impeding progress;
* sending work back to someone who sent it on
without completing it;
* negotiating a new deadline when a task is overdue.

It is not possible to anticipate all possible exceptions in a
process; even if it were, representing them and their
responses explicitly would make the process description
lose its value as it would become hopelessly unwieldy and
hard to understand.

A challenge for workflow systems, then, is to combine and
manage both procedural and non-procedural interactions
appropriately. "Conversation-based” models (e.g., [6]) are
appropriate for non-procedural interactions but are often
overkill for structured processes where agreements to
perform work do not need to be negotiated every time. It is
therefore necessary for users to be able to switch back and
forth gracefully between these two modes of interaction.
An interesting example of this is the work of [1] which
allows a user in the WooRKS workflow system to "escape”
to the UTUCS mail system (e.g., when it is necessary to
open a negotiation or to request information). The authors
of this work also note that they were able to considerably
simplify process descriptions by removing many "requests
for information" (which weren't always necessary) and
treating them as exceptions.

When confronted with an exceptional situtation, users
should be able to obtain help in determining how to
proceed. A knowledge-based "planning” system, which
includes explicit representation of the goal(s) of a process,
may be useful in suggesting revisions to the process plan,
although work to date in this area (e.g., [3]) does not seem
to have been applied during the runtime enactment of a
process by multiple participants.

Support for External Activities and Meetings
Until workflow systems become truly ubiquitous, users of
such systems will always need to access users and resources
that live "outside" the domain of the particular workflow
system. Interoperation between electronic mail and
workflow (in both directions) is one kind of support that is
needed, as is interoperation between disparate workflow
systems.

Meetings are another common work activity that are
usually performed outside a workflow system. Meetings
are typically generators of project and action plans, and a
workflow management system can capture and coordinate
the execution of such plans. In one pilot project, InConcert
was integrated with meeting facilitation software. Using
these facilitation tools, meeting participants would generate
action items for individuals, and these action items were
then synthesized into a workflow process that was used to
coordinate work that needed to be done between meetings.

The above approach, which coordinates between-meeting
activities, does not treat the meetings themselves as part of
a workflow process. More often, meetings represent
significant milestones in a process, and need to be
represented in the process and monitored. However,
runtime support for holding meetings in the context of a
workflow process is currently weak. Typically a meeting
must be modeled as a "proxy" task that is assigned to one
user who is responsible for recording the results of the
meeting (i.e., minutes, task assignments, decisions as to
what task(s) to perform next) and marking the proxy task
complete. This is similar to (and no better than) the
representation of other kinds of external work (e.g., making
a phone call) in a workflow process.

Improvements in support for meetings is both desirable and
possible. The workflow system should be able to associate
additional participants so that the proxy task can appear in
all participants' task lists. Knowledge of multiple
participants would also make it possible to make use of a
calendar application in scheduling the meeting.

Further extension would allow different outputs of the
meeting to be associated with different contributors rather
than with the one user who is reporting the results. In the
long run, the workflow management system should be able
to capture enough information to support invocation of a
real-time "conference" {4, 8, 12] in which all (or many) of
the participants are on-line.

Mechanisms versus Policies

A mechanism is a generic capability or feature, whereas a
policy is a prescribed use of the features. Policies for
various kinds of activities vary from one industry and
application domain to another. For example, in some
business processes, reassignment of work always involves a
manager. In other, more time-critical, processes, work may
be automatically reassigned (e.g., if nobody has acted on a
customer call within a prescribed time period). In some
application domains, there is value in being able to ensure
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that a process is adhered to precisely and that only an
authorized manager can modify it; in others, it is essential
that the people involved in the process be able to modify it
on a case-by-case basis. A flexible system, one which does
not impose a specific policy, should make it possible to
package functions differently for different kinds of users
{(e.g., managers versus end-users—a given person need not
be always restricted to being one "kind" of user), so that
each different user interface supports the set of functions
that conform to the local policy for that kind of user
activity.

When attempting to provide flexible mechanisms that are
"policy-peutral," there is an unavoidable tradeoff between
generality and ease of use. InConcert's trigger model, for
example, provides a powerful and general mechanism for
responding to events (including the passage of time), but
currently requires some sophistication and programming on
the part of the customer to realize a coherent policy. This
needs to be remedied by providing sample policies that use
the mechanisms in specific stylized ways (analogous to
"styles" in word processing systems), which a customer can
choose from and adapt as desired.

Access control is another kind of mechanism for specifying
and enforcing policies; this is discussed in the next
subsection.

Authorization and Access Control

Although it is important to provide the flexibility to adapt
process structure in a variety of ways (such as the exception
examples described above), it is also often important to
have control over who will be able to make such changes.
We addressed this issue in InConcert by providing an access
control model based on objects and privileges. For
example, modifications to the structure of a process can be
performed only by users who possess the Update privilege
on the given process object. The ability to grant and
revoke privileges is itself controlled using the Manage
privilege.

Such an object-oriented access control model has an
established history in operating systems and database
management systems, which is why we chose to use it.
However, it becomes apparent what the limits to this model
are when we try to support collaborative work processes.

Consider a workflow process in which a document is to be
updated by the user performing a particular task. The
document may have an independent existence, outside of
any process, and may have associated access control
information (e.g., Update privileges) specifying which users
can modify it. What happens if the manager/owner of a
process assigns a given task to a user who does not possess
the necessary privileges to update the given document? The
assigned user would encounter a runtime error when they try
to perform the task. This, of course, is undesirable. At the
very minimum, the system should be able to warn the
manager of this inconsistency so that it can be fixed (by

reassigning the task, or by arranging to give the chosen
user the necessary privilege) before problems occur,

The workflow system could be further improved by
generalizing the access control model. Typically the
"principals" or "subjects" to whom privileges can be
granted are users, groups of users, and "the public.” If this
were expanded to allow privileges to be granted to a "role"
in a process, then the process manager (in the above
example) could temporarily delegate the necessary document
privileges to the user who had been assigned (via the role)
to the task in question. Such privileges would be
applicable only in the context of the given process and its
tasks, and the manager would not have to worry about
whether he had made permanent changes to the access
control list of the document that he would need to revoke
later.

Expressive Process Structures

Although task hierarchies and dependency networks are a
useful abstractions for process description, they are not
always sufficient to represent the flow of work as it is
actually performed. A simple example is that it is often
necessary (under time pressure, say) to start work on a
given task before completing all of its preconditions (ie.,
predecessor tasks completed).

Similarly, although hierarchical task decomposition makes
it easy to view progress at different levels of detail, top-
down recursive decomposition is not always the most
natural way to construct the hierarchical structure. Users
(process designers) frequently need to lay out a detailed
network of low-level tasks before they start aggregating
groups of tasks (thus building the hierarchy bottom-up).

Defining synchronization dependencies across hierarchy and
process boundaries is also frequently necessary. Such needs
often arise dynamically, when a user in one process realizes
that he or she needs some input from a task in a different
process. Or, a user responsible for a given task in a process
may decide to start a separate "subprocess” with its own
shared role and information space (as opposed to subtasks
within the same process), and to have the original task wait
for completion of the new process. The "obligation"
mechanism proposed for ConversationBuilder [2] is an
example approach of how to meet this need.

Evolutionary Process Development

When a process needs to be initiated to achieve some goal,
not all the details of how the goal will be achieved will
necessarily be known in advance. This is especially true in
application areas where most processes are not repetitive.
The following are examples of capabilities needed:

Delayed binding. It should be possible to separate the
"what" of the process (its goal) from the "how" (the
procedure or plan), and to delay the selection of the latter.
It should also be possible to switch to a different plan if the
one originally assigned is determined to be inappropriate.
This flexibility should be available at all levels of decom-
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position of a process (i.e., allowing the individual respon-
sible for a given task to select the procedure they deem
appropriate). A similar view is taken in the Regatta system
[15].

Finding process definitions. Users should be able to easily
browse through a "library” of available process (and process
component) definitions to find the one appropriate to what
they are doing. InConcert currently supports a simple query
mechanism, based on names and other process attributes, to
assist the user in doing this. An example of a more general
and powerful mechanism is the process inheritance
hierarchy proposed by [9], in which increasingly specialized
processes are defined as incremental refinements to more
general ones.

Process evolution and learning. It should be possible to
build the process definition "library" or hierarchy based
on experience in executing processes. On completion
of a process (or before that, if necessary) it should be
possible to review how it was performed and to abstract
information from it in order to "save" a process
definition, or components thereof, in the library.

Change control. We have observed that, as businesses
developed their processes, they needed to make use of many
of the version- and configuration-control concepts that are
now common for managing documents and other data. It
should be possible to apply process modifications to
process definitions as well as to individual process
instances. Process (and process component) definitions
should be version-managed, and it should be clear from
which version of a process definition a particular process
instance was derived. For process definitions that are
composed from process library components, it should be
possible to control the propagation of component changes
to the composite process definition.

CONCLUSION

Driven by global competition and global recession,
businesses are adopting technologies that improve
productivity in modern computer-based office environments.
Through techniques such as business process reengineering,
businesses are adopting and implementing a broad process-
oriented approach to improved business efficiency, rather
than focusing on task automation. Workflow technology,
derived from early business productivity applications
including integrated office systems and image management,
is evolving into a generic underlying technology for
business applications. In this paper, we have identified
some of the key trends in current workflow systems, and
extrapolated that the evolution of future architecture and
standards will follow a path similar to the evolution of
database technology. Based on our experience with
InConcert, a commercially-available third-generation
workflow product, we have elaborated a number of issues
(such as integrating non-procedural work and support for
dynamic process evolution) encountered in actually
applying a current workflow system in business
applications. We believe these issues are not limited in
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scope to any particular workflow management system, and
offer them as an opportunity for research to drive further
improvements in this important technology area.
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