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Abstract

Much of the research on trust building in electronic commerce takes a descriptive approach. The question of what social
structures are more appropriate to promote trust in the online world has not been extensively studied. We analyze in this
paper, using a prescriptive approach, how a certain socia structure—a community responsibility system, supported by
present technology, can be set up. We use game theoretic tools to prove that under the community responsibility system for
trust building, online transactions that are impersonal can be supported and can preserve at the same time anonymity to a

large extent. © 2001 Elsevier Science B.V. All rights reserved.

Keywords: Trust; Online community; Game theory; Community responsibility system; Online transactions

1. Introduction

Technology enables market exchanges in ways
that were not possible before, such as online ex-
change of goods and services in the electronic mar-
ket without ever meeting the trading partner. While
the electronic market brings people together “virtu-
ally” from all over the world and opens up new
business opportunities, there are aso some signifi-
cant social implications resulting from the existing
technology infrastructure. For example, one concern
constantly raised is that “on the Internet, no one
knows you are a dog,” meaning online trading par-
ties can easily remain anonymous or change their
identities. Online transactions therefore turn to im-
personal exchanges, which introduces opportunities

* Tel.: +1-213-740-7048.
E-mail address: sulin@usc.edu (S. Ba).

to misbehave without paying reputational conse-
guences. In fact, the number of reported Internet
frauds has increased significantly over the last few
years. In 1999 alone, consumers lost over US$3.2
million to Internet fraud. A 38% increase in Internet
fraud complaints in 1999 coupled with an average
consumer loss of as much as US$580 is significantly
affecting consumer trust towards online business [15].

In the conventional marketplace, a set of social,
economic, and legal systems provides the basis for
protecting business activities and consequently in-
duces trust towards business transactions. Unfortu-
nately, the social, economic, and legal systems have
not yet caught up with the growth of electronic
commerce. For instance, on the lega side, the Uni-
form Commercial Code (which defines US law about
business transactions) has not been extended to elec-
tronic commerce. Even when it is, there is no legal
system that could support, at low cost, the enforce-
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ment required for such exchange. From a socia
perspective, trust is often built through repeated in-
teractions over time or through established socia
networks [19,20,23,28]. However, most of these
forms of exchange are not well established in elec-
tronic markets since many online transactions occur
between buyers and sellers who have no prior rela
tionships. Many buyers and sellers are new entrants
to the marketplace without established brand name
or recognition. In addition, these online transactions
are often characterized by separation between the
quid and the quo (what is acquired and what it is
acquired for) over time and space. In this environ-
ment, the traditiona setting for establishing trust
based on repeated interactions not only may be
unrealistic, but could aso restrict the flexibility of
transacting parties to explore new opportunities [26].
Consequently, the question of how to establish on-
line trust necessary for electronic transactions be-
comes of paramount importance.

Much of the research on trust building in elec-
tronic commerce takes a descriptive approach
[7,9,16]. The question of what socia structures are
more appropriate to promote trust in the online world
has not been extensively studied. We analyze in this
paper, using a prescriptive approach, how a certain
proper social structure, supported by present technol-
ogy, can be set up. We use game theoretic tools to
prove that online transactions that are impersonal can
be supported and can preserve at the same time
anonymity to a large extent. Our level of study is at
the individua to individual level—how to promote
trust between individuals when transactions are im-
personal? We argue that an anonymous individual’s
behavior as well as the present socia structural setup
to secure trust between transacting parties can be
analyzed using game theory. The design and imple-
mentation of systems that are geared towards provid-
ing trust require a formal investigation to obtain the
levels of trust that will ultimately be offered.

Historical studies of contract enforcement institu-
tions that supported inter-community and impersonal
exchange in pre-modern Europe indicate that a com-
munity responsibility system was effective in enforc-
ing honest behaviors during impersona exchanges
that were not expected to take place frequently. In
the online world, there is a strong move towards
community as a socia structure, such as in the case

of eBay and iVillage. In fact, community has been
taunted as the Holy Grail of the Internet. The impli-
cation for practitioners is how to take advantage of
communities and use communities as a social struc-
ture to support impersonal exchange. This commu-
nity might be an online community such as The Well
or a religious community that influences the ethical
values and behaviors of individuals. We provide a
normative analysis in this paper to illustrate how, by
expanding communities responsibilities, communi-
ties can be used as a social structure to provide
online trust.

The rest of the paper is organized as follows:
Section 2 summarizes different types of trust and
trust building processes, and identifies the major
online barriers to trust. Section 3 gives a brief
overview of the major trust building mechanisms
currently in use or proposed by researchers. In Sec-
tion 4, aformal analysis of a community structure is
given that is aimed at promoting trust and ensuring
secure online impersonal transactions. Section 5 pro-
vides insights to the sustainability of such a social
structure. Section 6 concludes the paper.

2. Developing online trust
2.1. Types of trust

In the definitions of trust that appear in the litera-
ture, researchers have viewed trust from many an-
gles. For example, economists suggest that trust is a
form of implicit contracting [1,4]. Psychologists ap-
proach trust as the generalized expectation of an
individual that the promise of another individual can
be relied upon [24]. In general, trust is defined in
terms of three central characteristics: reliability, pre-
dictability, and fairness. The exchange partner is
expected to be credible such that its word or promise
can be relied on [24]; the exchange partner will
behave in ways that equitably protect the welfare of
both parties [3,21]; and the exchange partners are
dedicated to reciprocating the obligations and com-
mitments between them under an environment of
uncertainty and vulnerability.

Trust is a binding force in most buyer—seller
transactions. It is especially critical when two situa
tional factors are present in a transaction: uncertainty
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(risk) and incomplete product information (informa-
tion asymmetry). Many researchers proposed that
trust is essential for understanding interpersonal be-
havior and economic exchanges (e.g., Ref. [13]).

Research suggests that in the beginning of a
business relationship, trust is often deterrence or
caculus based [25]. Individuals will do what they
say because they fear the consequences of not doing
what they say. Trust is an on-going economic calcu-
lation whose value is derived by comparing the
outcomes resulting from creating and sustaining the
relationship to the costs of maintaining or severing it.
At this stage, the parties “attempt to determine the
nature of their interdependence, what they will get
from the relationship and give to it, and what their
risks and vulnerabilities are” [18]. Any inconsistency
in behavior on the part of either party can easily
destroy the relationship and result in one or both
parties terminating the relationship.

As the relationship develops, the transacting par-
ties gain more and more information about each
other through their experiences. The presence of
information communicated by the exchange partners
contributes to the relationship by creating a level of
predictability of the other partner and makes it possi-
ble to move trust to the next level: information-based
trust. Because of the knowledge that the partners
have of one another, they can better estimate the
likely actions of the other, thus reducing the sense of
uncertainty and risk. The development of this level
of trust grows over repeated contact and communice-
tion; the partners monitor one another to learn about
the other’s preferences and behaviors. They cultivate
their knowledge of one another by interacting with
each other in different contexts and building upon
those past experiences [18].

The above two types of trust provide a strong
foundation for an even higher level of trust: transfer-
ence based trust. Because of the strong trust the
trustor has developed towards a third party, he is
willing to use this (trusted) third party’s definition of
another as a basis for defining that other as trustwor-
thy. In other words, athough the trustor may have no
previous direct experience at al with the other party,
he forms his trust by transferring his trust of the third
party to the latter. In this level of trust, the trusted
third party plays a significant role. For example,
research indicates that when a web site is alied with

a bank (which is normally considered credible and
trustworthy) for payment processing, people tend to
trust the web site more. Fig. 1 (adapted from Ref.
[18]) represents how different levels of trust develop
over time.

2.2. Major online trust barriers

Electronic commerce is a new form of exchange
where online transactions could occur among entities
that have never met before. As in traditional ex-
changes, trust has been considered crucial in the
online transaction process [5,6], perhaps more so
given the impersonal nature of the online environ-
ment (uncertainty) and the inability to judge product
quality prior to purchase (information asymmetry).
With the global, but insecure, Internet being the
primary carrier of electronic commerce transactions,
web sites can be counterfeited, identities can be
forged, and the nature of transactions can be altered.
Since the inception of commercia activities on the
Internet, information asymmetry, which means that
both parties do not have the same information [2],
has been perceived by some to be a significant
barrier to the extensive acceptance of the electronic
market. As FTC Chairman Robert Pitofsky said in
his opening remarks at a consumer protection work-
shop: “The informal nature of the medium, the lack
of personal contact between buyer and seller, and the
geographic dispersion of sellers create new and un-
precedented opportunities for consumer abuse
through fraud and deception”. That is, there exists
asymmetric information on the authenticity and in-
tegrity of business transactions. If not effectively
addressed, these market imperfections “can under-
mine the full development of global competition
itself”!

Among the many aspects of information asymme-
try, two are closaly related to online fraud: one being
the identity of online trading parties, the other the
product quality uncertainty. As manifested by the
famous New Y orker cartoon that “on the Internet, no
one knows you are a dog”, online trading parties can
easily remain anonymous or change their identities.

! public Workshop sponsored by FTC: US Perspectives on
Consumer Protection in the Global Electronic Marketplace. June
8-9, 1999.
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Fig. 1. The stages of trust development. (A) At this point, some calculus-based trust develops into information-based trust, while other
relationships never move past calculus-based trust. (B) At this point, some information-based trust develops into transference-based trust

[18].

For example, in the auction market where numerous
individuals participate in transactions, it is very hard
to bind one identity to one trader. Most of the
auction sites identify sellers or bidders by email
addresses, which can be easily obtained without
monetary cost from multiple sources.

Information asymmetry with respect to product
quality uncertainty means that transacting parties do
not have the same information about the product
quality. In the traditional business setting, people get
to know the quality of products by looking, touching,
and feeling. However, when bidders view a product
listing at an online auction site, for example, they do
not have ready or easy access to information regard-
ing the true quality of the product. Recognizing the
difficulty of verifying user identity and guaranteeing
product quality, eBay excuses itself from the respon-
sibility in its User Agreement:

Because user authentication on the Internet is
difficult, eBay cannot and does not confirm each
user's purported identity.

eBay have no control over the quality, safety or
legality of the items advertised, the truth or accu-
racy of the listings.?

Without a doubt, the two aspects of information
asymmetry expose electronic market participants to
more risks and fraudulent transactions. Many, there-
fore, lack the trust necessary to engage in e-com-
merce transactions.

With an understanding of different types of trust
and how trust develops, clearly, the more critical
question is: what forms of mechanisms can help
generate trust, thus facilitating electronic commerce?

3. Reputation systems
Many of the studies on trust focus on trust devel-
opment in the context of a close, persona relation-

2Directly quoted from eBay's User Agreement: http://
pages.ebay.com/help /basics/ f-agreement.html.
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ship [14,22]. In other words, repeated interactions
and long term relationships are key to developing
trust. However, this basic assumption is no longer
valid in the online environment. In many situations,
individuals or organizations need to decide whether
they can trust a person or an organization without
any prior interactions. How to develop this initial
trust? In this section, we summarize severa ap-
proaches based on the trust-building processes iden-
tified in Section 2.

3.1. Feedback systems

Several models have been proposed using game
theory approaches. Transactions are analyzed as re-
peated games. When business entities engage in
repeated transactions in a market, they need to be
concerned about their reputation. This basically is a
calculus-based trust building approach. Compliance
with calculus-based trust is often ensured both by the
rewards of being trustworthy (e.g., continued busi-
ness) and by the “threat” of trust being violated.
Therefore, reputation ideally should serve as an ef-
fective enforcement measure for honest behavior.
This is the philosophy behind eBay’'s Feedback Fo-
rum, where consumers can use the forum to rate their
satisfaction towards their trading partners. Other users
are encouraged to check their trading partners rat-
ings before transactions and leave feedback about
their trading partners after their transactions. The
enforcement comes from the idea that dishonest be-
havior against one agent causes sanctions or retalia
tions by other agents in the same market.

The feedback-based reputation systems have, to
some extent, promoted trust in the online environ-
ment. Reputation systems can serve both as a source
of information and as a potentia source of sanctions.
The existence of reputation information is an incen-
tive for the participants in a transaction to be trust-
worthy because of the damaging effects of acquiring
a bad reputation [17]. However, the current reputa
tion systems have severa limitations. First, the ratio-
nale behind the feedback systems is that the reputa-
tion of an online participant is a signal of one's past
trading behavior. A bad reputation (i.e., low-feed-
back rating) will discourage others from conducting
future transactions with the participant. However, the
ratings (thus the reputation) are based on online

identities which are often not more than an email
address. Currently auction sites do not provide strong
authentication. Consequently, a person with a bad
rating can easily acquire a new email address and
re-register with no trace of the earlier bad reputation.
That is, the past history of a cheater remains private
information (one aspect of asymmetric information)
and does not serve as an effective deterrent of future
transactions. Moreover, a person who has developed
a very bad feedback rating at one site can go to
another transaction site as a new user and cheat
again. Both situations result from the lack of strong
authentication of online identities.

3.2. Trusted third parties

In addition to the above systems that are aready
in use, [5] outlines an extralegal mechanism—a
trusted third party—that addresses some of the limi-
tations with those systems. Their model not only
authenticates the identity of trading agents by issuing
digital certificates, but aso disseminating informa-
tion about agents' behaviors. Specificaly, the digita
certificate issued by a TTP serves not only as authen-
tication of the certificate holder, but also as a reputa-
tion indicator. Anyone who holds a valid digita
certificate should be regarded as a reputable agent. If
a certificate holder is reported to have cheated in the
market, the TTP will investigate the case and ask the
cheater to pay a fine. However, the TTP is not a
legal ingtitution that could enforce rules, thus paying
fines adjudicated by the TTP is voluntary. If the
cheater pays the fine, he will keep his digital certifi-
cate and others will till treat him as an honest agent
in the future; otherwise, his digital certificate will be
revoked by the issuing TTP. Without the digita
certificate, he risks being regarded not trustworthy
and may lose his business in the long run. Using a
game theoretical approach, Ba et al. [5] demonstrates
that the proposed TTP model is an effective mecha-
nism to promote calculus-based and information-
based trust in the electronic market. This model
provides the extra protection that the online market
participants cannot change their identities easily and
their reputation history is tied to a fixed identify that
will follow them no matter which online market they
choose to participate in.
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Having a digital certificate issued through strong
authentication, a market participant would not be
able to easily change his identity after committing
fraud. The reputation effect will follow the certificate
holder no matter where he goes because the certifi-
cate is not bound to an email address but to a red
world entity. This addresses the limitation of the
currently available systems such as the feedback
forum at eBay where a participant’s reputation does
not reflect the whole past trading history of the
participant because of easily changeable identities.

In summary, economic analysis of the above men-
tioned reputation system indicates that the system is
effective under the following conditions: first, the
transactions are expected to repeat infinite number of
times. Second, each party in the transaction has a
fixed identity that cannot be easily changed and is
known to all the parties. Third, the previous history
of the transactions is common knowledge. That is,
the information on how each party behaved in the
past is available to all, thus promoting calculus and
information-based trust.

Yet, not surprisingly, this model can also be
rendered ineffective for the following three reasons:
First, when a player adopts a fly-by-night strategy
and takes the profit without ever coming back to the
market, the reputation left behind does not matter
any more. Then, what is a trusting agent’s recourse
when such a situation happens? Second, even when
people do engage in repeated transactions, each party
has a finite lifetime. At the last transaction, cheating
can aways happen and the cheating party does not
bear the consequence of being punished by others.
How to promote trust in this situation? Third, an
agent’s identity is central to the success of the
system. As more agents get concerned about the
privacy and anonymity issue in the online world, a
fixed identity at the personal level is not desirable.
How to achieve trustworthiness without compromis-
ing one's anonymity?

4. Community responsibility systems

Economists have discovered that communities
play a strong role in impersonal market exchange.
Research in economic history has shown that an
economic institution able to support impersonal ex-

change characterized by separation between the quid
and the quo over time and space was feasible despite
the lack of appropriate legal contract enforcement
[10]. During the late medieval period, there were
many long-distance trades in which goods were sent
first and money received later (or vise versa) among
merchants who did not know each other and did not
expect to interact frequently. There was no instant
exchange of goods and money. In that case, a com-
munity responsibility system helped generate the trust
necessary to carry out the trades. Each community
was responsible for its members trading behavior
and disciplined members who cheated. Otherwise,
other communities could take collective action and
retaliate against the whole community. Therefore, it
was the community’s reputation (rather than each
individual member’s reputation) that traders used to
determine whether its members were trustworthy.
The essence of this ingtitutional setup is to condition
actions on on€e's socia affiliation rather than on each
individual’s past behavior. By holding all members
of a community responsible for the behavior of a
particular member, the community is provided with
the incentive to employ its intra-community enforce-
ment to ex post punish one who defaulted in inter-
community exchange.

In short, the community social structure enforces
economic agents to condition their actions on one’s
socia affiliations, therefore supporting inter-com-
munity, impersonal market exchanges. Y et, commer-
cial enterprises have been slow to make use of the
unigue community-building capabilities of the Inter-
net and the potential power of online communities
that have been a binding force among many net
users.

A few authors have recognized the power of
online communities (also called virtual communities):
“When computer networks link people as well as
machines, they become socia networks, or the basic
building blocks of societies”. [12]. Several authors
have proposed that online communities are important
drivers of value in electronic commerce [8,11,27].
Online communities have been formed to serve vari-
0US purposes, such as providing emotional support,
socializing with others, sharing information on com-
monly interested tasks. The participants of these
socia networks often have a strong commitment to
the community. They are linked by common interests
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and/or values. Online communities involve sociabil-
ity and a sense of belonging as important ends in
themselves. In addition, the placeless nature of on-
line community interactions facilitates long-term
contact without the loss of relationships that often
accompanies residential mobility.

The recognition of the potential power of online
communities and the historical evidence of the effec-
tiveness of community responsibility systems moti-
vated us to formally analyze online transactions and
the necessary structure of an online community sys-
tem aimed at promoting online trust.

As mentioned in Section 3, currently available
systems aimed at solving the above problem utilizes
the reputation effect that comes with repeated trans-
actions (repeated games). The difficulty is how to
deal with the last move (cheat and leave) if the game
is not infinitely repeated. Recognizing the fact that
each individual agent has a finite life span, we
propose a community structure in which agents can
trade with each other across communities at the
community level. Agents who want to be perceived
as trustworthy and want the protection of the com-
munity structure from being cheated by others can
join a community that has a good reputation. There
will be multiple online communities on the market,
each with its own reputation standing. Each commu-
nity aims to maximize the sum of the lifetime utili-
ties of its constituting members. This mechanismis a
transference-based trust promoting mechanism—
when a community is trustworthy, the design of the
community structure ensures that the members of the
community can be trusted as well. When two agents
from two different communities trade with each other,
the transaction would take place as if the two com-
munities were trading with each other. The game
would therefore turn into an infinitely repeated game
—it is reasonable to assume that although individual
members of a community have a finite time period
for trading, the community as a whole will carry on
infinitely, replacing old members with new mem-
bers.

One of the concerns in the online world is how to
preserve individual’'s privacy and anonymity. The
existing mechanisms available to promote trust and
ensure secure transactions mostly center around one’s
reputation, which is identity based. In the community
structure we propose, agents identities are only

Table 1
The payoff structure of the stage game
Player 2
Player 1 Honest Cheat
Honest e, T =, 1+ @),
Cheat Q+ @m, —lm, 0,0

known to their own community. To agents outside of
their own community, only their community mem-
bership is known. Thus, transactions can still remain
impersonal, allowing agents to preserve their
anonymity to a large extent. In a particular transac-
tion, if transacting agents are members from several
communities, exchange would be impersonal up to
one's community label. The communities serve as a
trusted party that others can trust.

Next, we formalize our analysis of online transac-
tionsto illustrate how the community structure works.

4.1. Modeling online transactions

In our analysis, each non-repeated transaction (the
stage game) is assumed to be the Prisoners’ Dilemma
(PD) game described by Table 1. By using the PD
model, we demonstrate why reputation information
just between two transacting parties and reputation
information that is restricted to one single trading
community are not sufficient; and why other social
structures are needed to help promote trust and en-
sure secure transactions in the global online market.

Suppose that a seller and a bidder are engaged in
a single exchange involving a product. Each of them
can choose to play one of two strategies: Honest or
Cheat. Table 1 presents the payoff structure of the
PD game. The first number in each entry indicates
the row player (seller)’s payoff and the second is the
column player (buyer)'s payoff. In period t, if both
the bidder and the seller are honest, they each have a
payoff of 7. We assume that 7,'s are independently
identically distributed random variables with the
common distribution of 7’s.

In period t, if both the bidder and the seller cheat,
each has a payoff of 0.3 If one of the players cheats,
the cheater gets a payoff of (1+ g)w, while the

:A cheating behavior from a buyer can be in the form of
non-payment or an invalid payment instrument.
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cheated incurs a loss of I, where | and g are
positive constant coefficients. We also assume g,
—lm <, that is, 0<g—1<1. If one player de-
cides to cheat while the other is honest, then the
cheater has his highest payoff of (1+ g)m,, while
the honest one gets his lowest of —I. This gives
both sides an incentive to cheat, even though honest
behavior maximizes the total payoff of the two play-
ers: (1+ @), — lw, < 7, + 7, according to the as-
sumption g—1 < 1.

Obvioudly, if this transaction is conducted only
once, it isto each player’s separate advantage to play
Cheat, since that play yields a higher payoff regard-
less of what the other player does. Accordingly, the
only Nash equilibrium of the game is for both play-
ers to play Cheat. It is, however, worth noting that
both agents are worse off than if they could some-
how agree to play honest because the payoff of both
playing honest is 7, while the payoff is only O if
both play cheat. The PD game demonstrates the idea
that cheating might be profitable in a single business
transaction. In the online market, for example, some
sellers might find that a fly-by-night strategy of
quality reduction is profit maximizing. This problem
is exacerbated when agents can easily change or
disguise their identities.

4.2. Modeling online transactions through commu-
nity systems

The proposed community system is aimed to miti-
gate the above mentioned problem. We now formal-
ize the online transaction process with the support of
the community system to illustrate the community’s
role by structuring the events with the following
sequence of play, which we call the online commu-
nity stage game. For simplicity of writing, in the
following we always assume the current time period
t=0.

(1) Before any agent (buyer and/or sdler) is
engaged in online transactions, he may apply for
membership to join a community. Each community
has its own membership criteria and reputation
standing. The agent’'s identity and other historical
information are investigated; enquiries to other com-
munities are made to check the agent’s past behav-
ior. If an agent is accepted by a community, then

each time the agent conducts a transaction, he will
pay the community a fee of 7 where 0 < 7< 1.

(2) When two agents meet in an online market to
do business transaction, they first check whether the
other party belongs to a reputable community. If the
other community is considered reputable by his own
community, the agent will go ahead and trade.

(3) The two trading agents interact by playing the
Prisoners Dilemma game and get the payoffs
(according to Table 1).

(4) After the exchange, either one of the two
agents may make an appeal to his own community at
persona cost C > 0.

(5) If an agent makes an appea to his own
community, then his community investigates the case
when there is no current sanction against the other
community and verifies whether or not cheating has
occurred. If the community concludes that the other
party indeed cheated, the community will demand
compensation F from the other community. F should
be big enough so that the agent will get at |east what
he would have if trading has been honest on both
sides, that is, F— |7 > 7.

(6) The other community can verify any com-
plaint about its cheating member and can decide
whether to impose a punishment on the cheating
member and to order the member to furnish the
demanded compensation to the complaining commu-
nity, or to refuse compensation.

(7) If compensation F is decided, the cheating
member may pay the compensation, or he may refuse
to pay the fine, at personal cost 0.

(8) If the cheating agent refuses to pay the com-
pensation, his community revokes his membership,
and furnishes the compensation to the other commu-
nity. It is assumed that the community will furnish
information about the expelled agent’s cheating be-
havior to any other community that requests it. Then
the probability P(a) of the cheating member getting
accepted by other communitiesis 0 < P(a) < 1, with
P(a) assumed to be small.

(9) If the cheating agent’s community refuses to
pay the compensation, the other community imposes

*We leave it here as a design parameter to enforce “punitive”
damages in addition to just getting restoration. All these would be
included in F.
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sanction on the community: the sanction can be in
the form of cheating in any future transactions with
any member from this community, which means that
al trading will be stopped (since the other commu-
nity anticipates future cheating).

According to the design, a cheating agent’s com-
munity is motivated to punish the member who
cheated because failure to do so implies the loss of
future gains from exchange for the whole commu-
nity. A community whose member complains about
being cheated is motivated to verify any complaints
and demand compensation if cheating occurred be-
cause otherwise a cheated member would not com-
plain, leading other communities to cheat and hence
reducing the community’s total payoff.

In the following we describe the desired behavior
of the agents, the Online Community System Strategy
(OCSS), which is a complete contingent plan de-
scribing the desired actions for each agent in each
conceivable evolution of the game under the online
community system.

(1) At the first step of the stage game, an agent
applies to join a reputable virtual community before
he conducts any business transactions in the elec-
tronic market.

(2) At the second step of the stage game, an agent
verifies a trading partner’s community membership
if he himself belongs to a reputable community.

(3) At the third step, an agent will trade with an
agent from another community if there is no sanction
against the other community; the agent will behave
honestly if and only if the other community com-
plains after being cheated, and his own community
has not refused to pay a compensation.

(4) At the fourth step, if both agents verified their
trading partner’s community membership to be valid
at step 2 and exactly one of the two agents played
Cheat at step 3, then the cheated agent (victim)
makes an appea to his own community; otherwise,
no agents appeal to his community.

(5) At step five, if an appeal is made by a
member, the community verifies the complaint. If
and only if the complaint is valid, the community
then demands compensation from the cheater’s com-
munity equal to the present value of the cost im-
posed on the cheated.

(6) At step six, the cheating agent's community
demands compensation from its member (the cheat-

ing agent) if and only if it believes the member has
cheated. The cheated community calls for sanction
from its members on the cheating community if the
cheating agent’s community refuses to pay compen-
sation.

(7) At step seven, the cheating agent (defendant)
pays the compensation F if and only if he had a
valid community membership before the trading.

(8) A community cheats if it ever cheated when
no complaints were made.

We assume that the agents in online markets
believe that al other agents and communities have
played according to the OCSS in all past plays. We
may also assume that they will also adhere to the
OCSS in the future plays except those where the
agent has actually observed a deviation. Based on the
Optimality Principle of Dynamic Programming, we
use backward induction to prove the following
propositions and therefore obtain the theorem show-
ing conditions under which the OCSS is a subgame
perfect equilibrium strategy. In other words, from the
proof we want to show that the OCSS would be a
SGPE if agents in online markets had the free choice
in abiding by it, so the strategy is in fact self-en-
forcing.

In the following, we define 6 as the discount
factor, i.e., 6§ =(1/(1+i)) with i being the interest
rate, and we assume 0 < 6 < 1. The following propo-
sitions give the conditions under which the agents
will play according to the desired actions described
in the OCSS.

Lemma. When a cheated community does not sanc-
tion a cheating community that refused to pay com-
pensation, the dominant strategy for other communi-
ties when interacting with this community is to cheat.

Proof. When a cheated community does not sanc-
tion, then the cheating community has two choicesin
future transactions. honest or cheat. If it plays hon-
edt, its total payoff I, relative to the cheated com-
munity in future periods is IT, = X X_,8'm,. If it
plays cheat, its total payoff in future periods is
instead I, = ¥, X7_,8'(1 4+ g)ar,. Obvioudly, II, >
I1,. Therefore, once a community cheats, if no sanc-
tion isimposed by the cheated community, the cheat-
ing community will always cheat in the future. O



332 S Ba/ Decision Support Systems 31 (2001) 323-336

Proposition 1. Under the assumption that the trad-
ing behavior of other communities is not affected, a
community that has been refused compensation when
cheated will always call for sanction on the cheating
community.

Proof. If the cheated community calls for sanction
on the cheating community, the total payoff for this
period and the future periods will be 0. If no sanction
is executed, however, the other community will cheat
again in the future. Then the total payoff II for the
cheated community relative to the cheating commu-
nity is:

1= Z Z St(_lwt) = —|Z Z 8t77't

n t=0 n t=0
which is smaller than 0. Therefore, the optimal strat-
egy for the cheated community is to always sanction
the cheating community when compensation is re-
fused. |

Proposition 2. A community whose member has
cheated will pay the demanded compensation if the
following condition holds:

F< ) 81l

t=0
where IT is the community’s total payoff relative to
the cheated community.

Proof. If the cheating community (C,) pays the
compensation, the other community (C,,) would not
call for sanction. Therefore, the expected future pay-
off for C, relative to the cheated community after
paying the compensation is:

II= ) 8, —F

t=0
If C, refuses to pay compensation, community C,,
will call for sanction. Then, the expected future
payoff for C, relative to community C,, will be O.
Therefore, community C, will pay the compensation
if IT=X7_,6TI,—F>0. Thatis,

F< ) 81,

t=0

Proposition 3. A cheated agent will complain to his
own community if the following condition holds:
F>C.

Proof. If a cheated agent complains to his commu-
nity, he incurs a personal cost of C, but the expected
payoff is F. Therefore, he will complain if and only
if F>C. |

Proposition 4. An agent who has cheated is willing
to pay the compensation if the following condition
holds:

F<(1-P(a))) d'm

Proof. If the agent cheats and then pays the compen-
sation, he can continue his community membership
and other agents will trade with him honestly, under
the online community system strategy. Then his
expected total payoff for the current period and
future periods will be:

(1+g)m—F+ ). 8'n,

t
If the agent refuses to pay the compensation, then he
will get expelled by his current community. Since his
probability of getting accepted by another commu-

nity is P(a), his expected payoff for the current and
future periods will be:

(L+g)m+P(a)) d'm

So, the agent will pay the compensation if the fol-
lowing condition holds:

(L+9)m—F+ Y. 8'n,>(1+9)m+P(a))_d'nm
t t
That is, F < (1 — P(a)X,8"'n,. O

Proposition 5. An agent who belongs to a reputable
community will play honest if and only if F > gm.

Proof. We consider two situations: the trading part-
ner plays honest or he plays cheat.
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First, when the partner is honest, an agent can play
either honest or cheat. If he plays honest, his ex-
pected payoff for the current and future periods will
be w+ X, 8. If he plays cheat, his payoff will be
(1+ g)m— F + L8'm,. Therefore, the equilibrium in
which the agent will play honest requires that the
following condition hold:

m+ Y, 8'm = (l+g)m—F+ ) &'m
t t

That is, F > gr.

Second, when the trading partner cheats, again, an
agent can choose to play honest or cheat. If he plays
honest, his expected payoff for the current and future
periodsis: —l7+ F — C+ X, 8"r,. If he plays cheat,
the payoff instead will be 0— C+ X,8'r,. Since
F > 7+ |, the payoff for playing honest is greater
than that for playing cheat. Therefore, even when the
trading partner plays cheat, the agent will still be
better off to play honest.

In summary, the agent will play honest, regardless of
the other agent’s action, if F > gr. m|

Theorem. The impersonal exchange between two
agents can be sustained as a subgame perfect equi-
librium in the online community system game under
the following condition:

Max[C,gm |

<F <Max|L81I,,(1-P(a)) Y 8'm,
t

Proof. From Proposition 3, we have F > C. Combin-
ing this with the result of Proposition 5 (F > gm),
we have F > Max[C, gw].

From Proposition 4, we have F < (1 — P(a)%,8'm,,
the condition under which a cheating agent will pay
the demanded compensation F. If the agent does not
pay (that is, when F > (1 — P(a))X,8'r,), Proposi-
tion 2 indicates that his community will pay if
F < Xi_ o8T. Then it follows that if F <
Max[L 811, (1 — P(a)¥,8',], a least one of the
party (either the cheating member or the cheating
member’s community) will pay the demanded com-
pensation.

Based on the Optimality Principle of Dynamic Pro-
gramming, we know that there is no situation in
which a one-time deviation from the Online Commu-
nity System Strategy is profitable provided the above
condition is satisfied. Therefore, we have proved that
the OCSS is a subgame perfect equilibrium strategy
of the online community system stage game if the
above condition holds. O

5. Sustainability of the community system

The online community system strategy requires
that the community pay the cheated community the
demanded compensation if the cheating member re-
fuses to pay and leaves the community. Then the
question that naturally arises is: how sustainable is
the community system? In this section, we derive the
conditions under which the community is sustainable
and analyze how the size of the community is related
to its sustainability.

As mentioned earlier, for each transaction associ-
ated with a community member, the community
takes a fee of 77, where 0 < 7 < 1. For a commu-
nity of size N, suppose the probability of a member
cheating and leaving the community in one time
period (that is, the member plays the last move of a
repeated game) is P(c). Then on average NP(c)
members will cheat and the community will have to
pay compensation in a total number of NP(c)F. The
income from the transaction fees is (11, /(1 — 7),
where Il is the community’s total payoff in the
current period from all of its members' trading with
al other communities. For the community to be
sustainable, the following condition has to be satis-
fied:

71l

NP(c)F <
(F <7

In other words, I, = N7 where 7 is the average
payoff of the community members trading. There-
fore, we have the following condition

P(c)F
" B OF+T

for the communities to be sustainable.
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In addition, for any given one period, for the
community to maintain a positive cash flow, the
following has to be satisfied:

7Il
1. > FN,
where N, is the number of members who cheated.
We define by B the maximum proportion of
members that can cheat such that the community
does not make a loss in the period. Then we have:

7II AN T

1. PN B (1-7)F

Assuming people cheat independently, each with
a probability of P(c), then the probability that ex-
actly k out of N people cheat is given by a binomial
distribution. Then, the probability P, that at least
BN out of N people chesat is:

N
T IORCELTC
k=B8N

When N is sufficiently large, we can use the
normal approximation with mean P(c) and variance
[P(c)(1 — P(c)]/N to find the probability that at
least a proportion3 people cheat. And since B>
P(c), we have that

Py, <Py, for Ny >N,

That is, a bigger community has less probability of
going bankrupt since in each period the probability
of negative cash flow is less than that for a small
community.

6. Conclusion

The forma game theory analysis in this paper
indicates that impersonal, market exchange can be
supported if each member of the society is a member
of a community that can establish intra-community
contract enforcement and the individuals commu-
nity affiliation can be easily checked. Transference-
based trust building process tells us that if an indi-
vidual trusts a community, then it is possible for the
individual to trust the members of the community,
with the understanding that the community will take
disciplinary actions against its members when cheat-
ing behaviors occur. Therefore, online communities
could potentially be an effective way of building
trust.

The beauty of this system is that it can take
advantage of the existing online community structure
and culture and the repeated nature of the interac-
tions among members of a community to support
inter-community impersonal exchange. The reputa
tion of the community plays an important role in
supporting the exchange.

The proposed online community system has the
following differences compared to currently avail-
able trust promoting systems. First, the reputation
necessary for trust building lies with the community,
not with individual agents, ensuring continuity of the
trust building process. Second, although each indi-
vidual agent has a limited life span and limited
number of transactions, the community as a whole
carries on, making transactions from a particular
community infinitely repeated. Consequently, the
reputation system for trust building becomes effec-
tive again at the community level, instead of the
individual level. Third, communities can be orga
nized to reflect different levels of trust that different
transaction value requires. Agents, depending on the
type of transactions they engage in, can join different
communities that best meet their needs for trust
building. Finaly, the community-based system does
not require that each transacting party know the
trading history of all others before the transaction. In
other words, it does not regquire complete informa-
tion. It enables exchange that is impersona up to
one’'s community affiliation. Therefore, it respects
agents' privacy and anonymity. The only identity to
revead in a transaction is one's community member-
ship.

Using an online community’s reputation to facili-
tate impersonal transactions aready exists in some
preliminary forms. For example, CNET.com is a
community for computer enthusiasts with a positive
reputation. Many merchants (small and unknown)
sell their products through CNET. One of the incen-
tives of associating themselves with CNET is the
belief that consumers will transfer their trust towards
CNET to them and be more willing to engage in
purchasing transactions. More and more communi-
ties and merchants are adopting this model. What is
currently missing is the intra-community enforce-
ment of honest behavior (e.g., disciplinary actions
towards dishonest members) as well as inter-com-
munity retaliation (e.g., when a community fails to
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discipline cheating members and compensating
cheated, other communities retaliate by boycotting
transactions with all members of that community).
As online communities develop, they have the poten-
tia of becoming a strong socia structure that pro-
motes trust building and facilitates the growth of
electronic commerce.

Severa issues are left open in this paper but need
to be investigated in future research. For example,
what is the best control structure of an online com-
munity? How does the control structure of a commu-
nity impact agents trust towards the community?
What are the dynamics of online communities. how
do they get created? How do they evolve over time?
Furthermore, what are the attributes that make a
community successful? While these issues are impor-
tant to the success of the community system as a
socia structure to support impersonal online transac-
tions, we believe that the work presented in this
paper is the necessary first step towards such a
direction.
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