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Modern software systems (context-aware, Internet of Things, Industry 4.0, cyber-
physical systems) have dominated the technological landscape and have become
increasingly influential in society's activities. Some concepts, methods, tools, and
standards have been proposed to support their development. However, despite all
the efforts, the plague of defects persists. Some challenges, such as context-
awareness, jeopardize their identification. Therefore, the risks associated with the
use of modern software systems that have been made available to society daily are
still high, with some systems causing human losses.

This talk intends to present some of these challenges and draw community
attention to contemporary software systems engineering.

Overview
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SOFTWARE SYSTEMS !
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Software Systems Evolution

70’s

One 
computer, 
many users

05’s

One computer, 
one user

10’s

Many computers for 
one user

20’s

Many 
computers for 
many users

2nd stage
Powerful desk-top systems
Object-oriented technologies
Expert systems
Artificial neural networks
Parallel computing
Network computers
Multi-skilled, geographically 
distributed development
Componentry (reuse and 
recycling)

Development and evolution models, including biological 
analogies
Interdependence among design, business, and evaluation
Agile software manufacture
Empowering the domain expert (vs. maintaining integrity)
Non-scripting development languages

3rd stage
mobile apps
e-science with intensive use of 
e-infrastructure
Ubiquitous Systems
Systems of systems

4th stage: 
Contemporary Stage
Digital Transformation!!!

1st stage
Custom Software
Standalone
Batch
Multi-user
Real-time
Database
Product Software
Distributed Systems
Embedded “intelligence”
Low cost hardware
Consumer Impact
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Some Software Systems Characteristics
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Some Software Systems Characteristics

X
Construction costs are 
concerned with its 
engineering.

The software doesn’t 
“wear out,” but it 

deteriorates.
Hardware Software

X

X

Customized Componentized

Usually not assembled from 
existing (high quality) 
components yet.
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Some Software Systems Characteristics
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Some Software Systems Characteristics
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https://www.wired.com/story/uber-self-driving-crash-volvo-polestar-1-roundup/

https://www.businessinsider.com/boeing-737-max-timeline-history-full-details-

2019-9

https://venturebeat.com/2019/07/30/microsoft-30-of-iot-projects-fail-

in-the-proof-of-concept-stage/

What could be the failing reasons?

Some Software Systems Characteristics

https://www.wired.com/story/uber-self-driving-crash-volvo-polestar-1-roundup/
https://www.theverge.com/2019/11/20/20973971/uber-self-driving-car-crash-investigation-human-error-results
https://landline.media/teslas-shatterproof-window-a-metaphor-for-self-driving-tech-industry/
https://www.businessinsider.com/boeing-737-max-timeline-history-full-details-2019-9
https://venturebeat.com/2019/07/30/microsoft-30-of-iot-projects-fail-in-the-proof-of-concept-stage/
https://www.space.com/nasa-mars-helicopter-flight-delay
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Lack of Quality, mostly a side effect of the 
plague of software defects

FAILURES
(observed)

External Quality

TECHNICAL DEBT
(perceiveid)

Internal Quality

Some Software Systems Characteristics
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Software Defects

Error: a human action that produces an incorrect result.
Fault: a manifestation of an error in software.
Failure: (a) termination of the ability of a product to perform a required 
function or its inability to perform within previously specified limits; or 
(b) an event in which a system or system component does not perform a 
required function within specified limits.

Defect:

an imperfection or deficiency in a work product where that 
work product does not meet its requirements or 
specifications and needs to be either repaired or replaced.

It is a fault when detected  during the execution of 
software

IEEE Std. 1044-2009. (2010). Classification for Software Anomalies.
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Software Defects

From where defects come from?

What types of defects we can find?

Domain 
Knowledge

Software
Artifact

Other 
Domain

General 
Requirements

AMBIGUITY

EXTRANEOUS 
INFORMATION

INCORRECT FACT

OMISSION

INCONSISTENCY

Defect General Description

Omission Necessary information about the system has been omitted from the software 
artifact.

Incorrect Fact Some information in the software artifact contradicts information in the 
requirements document or the general domain knowledge.

Inconsistency Information within one part of the software artifact is inconsistent with other 
information in the software artifact.

Ambiguity Information within the software artifact is ambiguous, i.e. any of a number of 
interpretations may be derived that should not be the prerogative of the 
developer doing the implementation.

Extraneous
Information

Information is provided that is not needed or used.

Travassos, G. H., Shull, F. and Carver, J. Working with UML: A Software Design Process Based on Inspections

for the Unified Modeling Language, in Advances in Computers, vol. 54, Academic Press, 2001

https://doi.org/10.1016/S0065-2458(01)80015-2

X

Most of them results from 

human based activities!

https://doi.org/10.1016/S0065-2458(01)80015-2
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Tacit requirements

Loan-Arranger Requirements Specification – Jan. 8, 1999 

 

 
Background 

 

Banks generate income in many ways, often by borrowing money from their depositors 

at a low interest rate, and then lending that same money at a higher interest rate in the 

form of bank loans. However, property loans, such as mortgages, typically have terms of 

15, 25 or even 30 years. For example, suppose that you purchase a $150,000 house with 

a $50,000 down payment and borrow a $100,000 mortgage from National Bank for 

thirty years at 5% interest. That means that National Bank gives you $100,000 to pay the 

balance on your house, and you pay National Bank back at a rate of 5% per year over a 

period of thirty years. You must pay back both principal and interest. That is, the initial 

principal, $100,000, is paid back in 360 installments (once a month for 30 years), with 

interest on the unpaid balance. In this case the monthly payment is $536.82. Although 

the income from interest on these loans is lucrative, the loans tie up money for a long 

time, preventing the banks from using their money for other transactions. Consequently, 

the banks often sell their loans to consolidating organizations such as Fannie Mae and 

Freddie Mac, taking less long-term profit in exchange for freeing the capital for use in 

other ways. 

  

 Specified Lender

Investor

Fanny May

Receive Reports

Monthly Report

Investment Request

Request

Generate Reports

Loan Analyst

Fixed_Rate Loan

risk()
principal_remaining()

Variable_Rate Loan

principal_remaining : number

risk()
principal_remaing()

Lender

name : text
id : text
contact : text
phone_number : number

Borrower

name : text
id : number
risk : number
status : text

risk()
set_status_good()
set_status_late()
set_status_default()
borrower_status()
set_status()

Bundle

active time period : date
profit : number
estimated risk : number
total : number
loan analyst : id_number
discount_rate : number
investor_name : text
date_sold : date

risk()
calculate_profit()
cost()

Loan Arranger

rec_monthly_report()
inv_request()
generate reports()
identify_report_format()
verify_report()
look_for_a_lender()
look_for_a_loan()
identify_loan_by_criteria()
manually_select_loans()
optimize_bundle()
calculate_new_bundle()
identify_asked_report()
aggregate_bundles()
aggregate_loans()
aggregate_borrowers()
aggregate_lenders()
format_report()
show_report()

Loan

amount : number

interest rate : number

settlement data : date

term : date

status : text

original_value : number

principal_original : number

risk()

set_status_default()

set_status_late()

set_status_good()

discount_rate()

borrowers()

principal_remaining()

1

1..*

1

1..*

1..*

1..*

1..*

1..*

1..*

0..1

1..*

0..1

Good

Late

monthly report informing payment on time
[ payment time <= due time ]

receive a monthly report

Default

monthly report informing late payment
[ payment time > due time + 10 ]

monthly report informing late payment
[ due time < payment time < due time + 10 ]

monthly report informing late payment
[ payment time > due time + 10 ]

monthly report informing payment on time
[ payment time <= due time ]

Loan State 
Diagram

Fanny May : 
Loan Arranger

Borrower : 
Borrower

A Lender :  
Specified Lender

Loan : Loan

verify_report()

new_loan(lender, borrowers)

new_

look_for_a_lender(lender)

look_for_a_loan(loan)

look_for_a_

update_loan(lender, borrower)

update_

lende
r : 

new_lender(name,contact, phone_number)

update(lender)

monthly_report(lender, loans, borrowers)

identify_report_format()

Receive Monthly 
Report

July 1998

AD-HOC

FORMAL

REQUIREMENTS

TEST CASES

CLASS X Y Z

Scalene 3 4 5

Isosceles 5 5 8

Isosceles 3 4 3

Isosceles 4 7 7

Eqüiláteral 2 2 2

No-triangle 1 2 3

No-triangle 5 1 4

3 5 2

Scalene Triangle:

{<x,y,z>: (x != y)  ̂(x != z)  ̂(y != z)}

SOURCE 

CODE

No-triangle

Travassos, G.H. (2014). Software Defects: Stay Away from Them. Do Inspections!. In: 9th International 

Conference on the Quality of Information and Communications Technology (QUATIC ) . Guimarães, 

Portugal. http://dx.doi.org/10.1109/QUATIC.2014.8

They are introduced due 

to communication or 

information 

transformation issues.

Software Defects

http://dx.doi.org/10.1109/QUATIC.2014.8
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Defeating the Plague of Defects

Fault   Error  Failure

Software

Testing

Reviews and
Inspections

Technique Efficiency

Software Reviews 25% a 40%

Software Inspections 45% a 65%

Code Reviews 20% a 35%

Code Inspections 45% a 70%

Unit Testing 15% a 50%

Integration Testing 25% a 40%

System Testing 25% a 55%

Beta Test (< 10 customers) 24% a 40%

Beta Test (> 1000 customers) 60% a 85%

Adapted from Capers Jones, Software defect-removal efficiency, IEEE Computer, 

April 1996, https://doi.org/10.1109/2.488361

Defects Identification Techniques Efficiency

https://doi.org/10.1109/2.488361
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Revealing Failures in Software Systems

Doreste, A. C. S;  Travassos, G. H. (2020) . Towards Supporting the Specification of Context-Aware 

Software System Test Cases. XXIII Ibero-American Conference on Software Engineering (CIBSE 2020). 

http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf

Usual Software Testing Perspective 

So far, we accomplish it very well with 
first, second, and third stages’ 

software systems.

http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf
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Contemporary Software Systems (CSS)

Ambient Intelligence

Context-Aware Systems

Cyber-Physical Systems (CPS)
Industry 4.0

Intranet/Extranet of Things
Machine-to-Machine Interaction

Micro-electro-mechanical Systems

Pervasive or Ubiquitous Computing

H
u
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an
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m
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u
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teractio
n
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f

O
b

jects

Motta, R. C.; da Silva, V. M.;  Travassos, G. H. (2019) . Towards a more in-depth understanding of the 

IoT Paradigm and its challenges. Journal of Software Engineering Research and Development, 2019, 

6:3, https://doi.org/10.5753/jserd.2019.14

4th Stage Software Systems
Many computers for 

many users

Internet of Things (IoT) is a paradigm that
allows composing software systems from
uniquely addressable objects (things)
equipped with identifying, sensing or
actuation behaviors and processing
capabilities that can communicate and
cooperate to reach a goal.4th Industrial Revolution!

DIGITAL 
TRANSFORMATION!

https://doi.org/10.5753/jserd.2019.14
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Contemporary Software Systems

Motta, R. C.; da Silva, V. M.;  Travassos, G. H. (2019) . Towards a more in-depth understanding of the IoT 

Paradigm and its challenges. Journal of Software Engineering Research and Development, 2019, 6:3,  

https://doi.org/10.5753/jserd.2019.14

A
d

d
ressab

ilityM
o

b
ili

ty

Autonomy
(no human intervention)

Context-awareness
Security

Under the IoT paradigm perspective

https://doi.org/10.5753/jserd.2019.14
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Challenges in CSS Engineering

A
d

d
ressab

ilityM
o

b
ili

ty

Autonomy
(no human intervention)

Context-awareness

Security

Availability

Manageability

Modularity

Performance

Robustness

Smartness

Sustainability

Trust

Ubiquity

Visibility

Motta, R. C.; da Silva, V. M.;  Travassos, G. H. (2019) . Towards a more in-depth understanding of the IoT 

Paradigm and its challenges. Journal of Software Engineering Research and Development, 2019, 6:3, 

https://doi.org/10.5753/jserd.2019.14

https://doi.org/10.5753/jserd.2019.14
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Challenges in CSS Engineering

Motta, R. C.; Oliveira, K. M..;  Travassos, G. H. (2020) . Towards a Roadmap for the Internet of Things Software 

Systems Engineering. The 12th International ACM Conference on Management of Digital EcoSystems

(MEDES’20) https://medes.sigappfr.org/20/proceedings/Paper17.pdf

I
o
T

F
A
C
E
T
S

https://medes.sigappfr.org/20/proceedings/Paper17.pdf
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Challenges in CSS Engineering

Motta, R. C.; Oliveira, K. M..;  Travassos, G. H. (2019) . On Challenges in Engineering  IoT Software 

Systems. Journal of Software Engineering Research and Development, 2019, 7:4, 

http://dx.doi.org/10.5753/jserd.2019.15

Common issues…

I
o
T

C
O
N
C
E
R
N
S

http://dx.doi.org/10.5753/jserd.2019.15
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Challenges in CSS Engineering

da Silva, V. M.; Travassos, G. H.. ScenarIoT: Support for Scenario Specification of Internet of Things-

based Software Systems. In: CTD-ES - CBSOFT, 11. , 2020, p. 195-209. ISSN 2177-9384. 

https://sol.sbc.org.br/index.php/cbsoft_estendido/article/view/14628

R
E
Q
U
I
R
E
M
E
N
T
S

Catalog – Actuation triggered by an individual, based on IoT data 

Entity Related Information 

Data producers 1. Who collects data {Sensors, Tag readers} 

2. What data is collected (temperature, humidity, among 

others) 

3. Source of data (rooms, a cup of coffee, refrigerator, 

ground, among others) 

Data Exhibitor 

(Hid) 

1. What exhibits data (Ex. Devices running user 

applications) 

2. Data format 

Data consumer 

and Action trigger 

(human) 

1. Who accesses data (Ex. Person, Persona, Profile, Role, 

among others). 

2. Data semantics (the meaning of data according to who 

visualizes it) 

Action 

Performers 

1. What performs action {IoT actuator} 

2. Type of action (Ex. Circular motion, Straight-line 

motion, On/Off circuit, among others) 

 

Catalog for the - IIA-4: Actuation 
triggered by an individual, based 
on IoT data.

ScenarIoT provides nine
information Catalogs to support
the description of scenarios in
the development of IoT-based
software systems

https://sol.sbc.org.br/index.php/cbsoft_estendido/article/view/14628
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Challenges in CSS Engineering

De Souza, B. P.; Motta, R. C.; Costa, D. O.; Travassos, G. H. (2019) An IoT-based Scenario 

Description Inspection Technique. In: SBQS 2019: ACM Press, 2019. p. 20. 

http://dx.doi.org/10.1145/3266237.3266263

R
E
Q
U
I
R
E
M
E
N
T
S

SCENARIOTCHECK is a checklist-
based inspection technique to
support the verification of IoT
scenarios produced with SCENARIoT

http://dx.doi.org/10.1145/3266237.3266263
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Challenges in CSS Engineering

Ribeiro, V.V.; Cruzes, D.S.; Travassos, G.H. (2021).  Moderator Factors of Software Security and 

Performance Verification. https://arxiv.org/abs/2102.04573 [cs.SE]. (submitted to Software Quality 

Journal)

S
E
C
U
R
I
T
Y

https://arxiv.org/abs/2102.04573
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Challenges in CSS Engineering

Motta, R. C.; Oliveira, K. M..;  Travassos, G. H . A conceptual perspective on interoperability in 

context-aware software systems. Information and Software Technology 114 (2019) 231–257 

https://doi.org/10.1016/j.infsof.2019.07.001

I
N
T
E
R
O
P
E
R
A
B
I
L
I
T
Y

https://doi.org/10.1016/j.infsof.2019.07.001
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Challenges in CSS Engineering

C
O
N
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E
X
T

A
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N
E
S
S

Context is any piece of information that may be used to characterize
an entity's situation (logical and physical objects present in the
system’s environment) and the relations relevant to the actor-
computer interaction between actors and computers.
G.D. Abowd, A.K. Dey, P.J. Brown, N. Davies, M. Smith, P. Steggles, Towards a Better Understanding of Context and
Context-Awareness, in: H.-W. Gellersen (Ed.), Handheld and Ubiquitous Computing, Springer Berlin Heidelberg, Berlin,
Heidelberg, 1999: pp. 304–307. https://doi.org/10.1007/3-540-48157-5_29 .

Context-awareness is a dynamic property of a software system
that can evolutionarily affect its overall behavior in the
interaction between actors and computers.
I. de Sousa Santos, R.M. de Castro Andrade, L.S. Rocha, S. Matalonga, K.M. de Oliveira, G.H. Travassos, Test case design
for context-aware applications: Are we there yet?, Inf. Soft. Technol. 88 (2017) 1–16.
https://doi.org/10.1016/j.infsof.2017.03.008

Context-aware contemporary software systems can
identify changes in the logical or physical environment
(i.e., context) and adapt their behavior to provide
better service to the actor.

Amalfitano, D., Matalonga, S., & Travassos, G. H. (2021). Introduction to the special issue 

on engineering context-aware software systems. Information and Software Technology, 

132, [106509]. https://doi.org/10.1016/j.infsof.2020.106509

How to test CSS?

What we can see in research?

https://doi.org/10.1007/3-540-48157-5_29
https://doi.org/10.1016/j.infsof.2017.03.008
https://doi.org/10.1016/j.infsof.2020.106509
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Challenges in Testing CSSC
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Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62
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Challenges in Testing CSS

Challenge: Context Variation
Issues: Arbitrary number of users, devices and services; Reproduce 
users usage scenarios; Many usage scenarios; Diversity of hardware; 
Prohibitive number of possible relationships between the 
applications and middleware; Massive volume of context provides 
unprecedented details

C
O
N
T
E
X
T

A
W
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E
S
T
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N
G

Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing

Workshop http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62


29

Challenges in Testing CSS

Challenge:  Impact of Context on Behavior
Issues:  Anticipate when context changes can impact 
behavior;  Resource Dependent Behavior

C
O
N
T
E
X
T

A
W
A
R
E

T
E
S
T
I
N
G

Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62


30

Challenges in Testing CSS

Challenge: Device Hardware and Network Constraints
Issues: Less memory; devices are resourced constrained; 
limited user interface; resource scarceness; emulate 
network dependency; less powerful processor

C
O
N
T
E
X
T

A
W
A
R
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E
S
T
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N
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Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62
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Challenges in Testing CSS

Challenge:  Behavior Changes when context changes
Partial Solution:  Metamorphic Testing

C
O
N
T
E
X
T
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W
A
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E

T
E
S
T
I
N
G

Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62
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Challenges in Testing CSS

Issue: Asynchronous communication of location 
information
Solution: Process for identifying and mitigating Context 
Application Points 

C
O
N
T
E
X
T
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E
S
T
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N
G

Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62
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Challenges in Testing CSS

Matalonga, S.; Rodrigues, F; Travassos, G.H. (2015) Challenges in Testing Context Aware

Software Systems. CBSOFT/SAST – Systematic and Automated Software Testing Workshop 

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62

Issue: Diversity of hardware
Solution: Emulate Interoperability

C
O
N
T
E
X
T

A
W
A
R
E

T
E
S
T
I
N
G

http://cbsoft.org/articles/0000/0527/SAST.pdf#page=62
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Challenges in Testing CSSC
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“A few test case design techniques (TCDT) partially support

context-aware software systems testing (CASS). However,

there has not been observed evidence on any TCDT

supporting the truly context-aware testing, which can adapt

the expected output based on the context variation

(dynamic perspective) during the test execution. It is an

open issue deserving researchers' greater attention to

increase the testing coverage and ensure users' confidence

in CASS.”

Santos, I.S.; Andrade, R.M.C; Rocha, L.S.; Matalonga, S.; Oliveira, K. M.; Travassos, G.H. (2017). 

Test case design for context-aware applications: Are we there yet?. Information and Software 

Technology. V. 88, pp. 1-16. https://doi.org/10.1016/j.infsof.2017.03.008

https://doi.org/10.1016/j.infsof.2017.03.008
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Challenges in CSS Engineering

C
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Context is any piece of information that may be used to characterize
an entity's situation (logical and physical objects present in the
system’s environment) and the relations relevant to the actor-
computer interaction between actors and computers.
G.D. Abowd, A.K. Dey, P.J. Brown, N. Davies, M. Smith, P. Steggles, Towards a Better Understanding of Context and
Context-Awareness, in: H.-W. Gellersen (Ed.), Handheld and Ubiquitous Computing, Springer Berlin Heidelberg, Berlin,
Heidelberg, 1999: pp. 304–307. https://doi.org/10.1007/3-540-48157-5_29 .

Context-awareness is a dynamic property of a software system
that can evolutionarily affect its overall behavior in the
interaction between actors and computers.
I. de Sousa Santos, R.M. de Castro Andrade, L.S. Rocha, S. Matalonga, K.M. de Oliveira, G.H. Travassos, Test case design
for context-aware applications: Are we there yet?, Inf. Soft. Technol. 88 (2017) 1–16.
https://doi.org/10.1016/j.infsof.2017.03.008

Context-aware contemporary software systems can
identify changes in the logical or physical environment
(i.e., context) and adapt their behavior to provide
better service to the actor.

What we can see in practice?

How to test CSS?

Amalfitano, D., Matalonga, S., & Travassos, G. H. (2021). Introduction to the special issue on 

engineering context-aware software systems. Information and Software Technology, 132, [106509]. 

https://doi.org/10.1016/j.infsof.2020.106509

https://doi.org/10.1007/3-540-48157-5_29
https://doi.org/10.1016/j.infsof.2017.03.008
https://doi.org/10.1016/j.infsof.2020.106509
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Challenges in Testing CSS

C
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Matalonga, S.; Amalfitano, D.; Doreste, A.; Fasolino, A. R; Travassos, G. H. (2021) Alternatives for Testing 

of Context-Aware Contemporary Software Systems in industrial settings: Results from a Rapid Review.  

Submitted to Journal of Systems and Software. https://arxiv.org/abs/2104.01343

• Current Software Testing Technologies (in general): 
• They cannot completely cover all the test input space of 

a context-aware application, which limits the possible 
coverage of the resulting test cases.

• it is unlikely that a test oracle can be defined for all 
possible values (and/or a combination of) values that can 
stimulate the context-aware test item.

• it is not feasible to define a test oracle for each possible 
combination of context variable values.

https://arxiv.org/abs/2104.01343
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Matalonga, S.; Amalfitano, D.; Doreste, A.; Fasolino, A. R; Travassos, G. H. (2021) Alternatives for Testing 

of Context-Aware Contemporary Software Systems in industrial settings: Results from a Rapid Review.  

Submitted to Journal of Systems and Software. https://arxiv.org/abs/2104.01343

• What jeopardizes our evolution in the practice:

• Testing context-awareness features of contemporary

software systems require a model capable of

modeling the system's dynamic behavior.

• Lack of technologies for developing CSS models.

• Testing CSS is cost-intensive and requires the

exploitation of computational resources.

• Requirements for driving the variation of context in

Test Environments vary according to the Software

Development Life Cycle.

https://arxiv.org/abs/2104.01343
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Matalonga, S. ; Travassos, G.H. (2017). Testing context-aware software systems: Unchain the 

context, set it free! In: SBES’17. p. 250-254. http://dx.doi.org/10.1145/3131151.3131190
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While such software testing technologies are not
available :

a) Accept the nature of context and differentiate that the
test item is subjected to different input types - The test
input and the input from the context

b) Start with a dynamic system model

c) Assure functional correctness before turning to test
context-aware requirements

d) Design test cases to target context variables

e) Take advantage of automatic testing tools as much as
possible

f) Manage the context - and the exposure of the test item to
the context!

http://dx.doi.org/10.1145/3131151.3131190
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Context is any piece of information that may be used to characterize
an entity's situation (logical and physical objects present in the
system’s environment) and the relations relevant to the actor-
computer interaction between actors and computers.
G.D. Abowd, A.K. Dey, P.J. Brown, N. Davies, M. Smith, P. Steggles, Towards a Better Understanding of Context and
Context-Awareness, in: H.-W. Gellersen (Ed.), Handheld and Ubiquitous Computing, Springer Berlin Heidelberg, Berlin,
Heidelberg, 1999: pp. 304–307. https://doi.org/10.1007/3-540-48157-5_29 .

Context-awareness is a dynamic property of a software system
that can evolutionarily affect its overall behavior in the
interaction between actors and computers.
I. de Sousa Santos, R.M. de Castro Andrade, L.S. Rocha, S. Matalonga, K.M. de Oliveira, G.H. Travassos, Test case design
for context-aware applications: Are we there yet?, Inf. Soft. Technol. 88 (2017) 1–16.
https://doi.org/10.1016/j.infsof.2017.03.008

Context-aware contemporary software systems can
identify changes in the logical or physical environment
(i.e., context) and adapt their behavior to provide
better service to the actor.

What could make a difference?

How to test CSS?

Amalfitano, D., Matalonga, S., & Travassos, G. H. (2021). Introduction to the special issue on 

engineering context-aware software systems. Information and Software Technology, 132, [106509]. 

https://doi.org/10.1016/j.infsof.2020.106509

https://doi.org/10.1007/3-540-48157-5_29
https://doi.org/10.1016/j.infsof.2017.03.008
https://doi.org/10.1016/j.infsof.2020.106509
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Santos, I.S.; Andrade, R.M.C; Rocha, L.S.; Matalonga, S.; Oliveira, K. M.; Travassos, G.H. (2017). 

Test case design for context-aware applications: Are we there yet?. Information and Software 

Technology. V. 88, pp. 1-16. https://doi.org/10.1016/j.infsof.2017.03.008
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https://doi.org/10.1016/j.infsof.2017.03.008
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Santos, I.S.; Andrade, R.M.C; Rocha, L.S.; Matalonga, S.; Oliveira, K. M.; Travassos, G.H. (2017). 

Test case design for context-aware applications: Are we there yet?. Information and Software 

Technology. V. 88, pp. 1-16. https://doi.org/10.1016/j.infsof.2017.03.008
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https://doi.org/10.1016/j.infsof.2017.03.008
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Santos, I.S.; Andrade, R.M.C; Rocha, L.S.; Matalonga, S.; Oliveira, K. M.; Travassos, G.H. (2017). 

Test case design for context-aware applications: Are we there yet?. Information and Software 

Technology. V. 88, pp. 1-16. https://doi.org/10.1016/j.infsof.2017.03.008

Test design

To define the 

test context

To specify when the 

expected output 

should be assessed

To use the context 

information as a 

test coverage item
To design test 

cases for 

dealing with 

uncertainty

To reflect the 

context-awareness 

in the test cases

https://doi.org/10.1016/j.infsof.2017.03.008
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Matalonga, S.; Rodrigues, F.;  Travassos, G. H. Characterizing testing methods for context-aware 

software systems: Results from a quasi -systematic literature review. The Journal of Systems 

and Software 131 (2017) 1–21. doi: http://dx.doi.org/10.1016/j.jss.2017.05.048
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“The context should freely vary during test execution 
as it does in production environments”

http://dx.doi.org/10.1016/j.jss.2017.05.048
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Matalonga, S. ; Travassos, G. H. (2017). Testing context-aware software systems: Unchain the context, 

set it free! In: SBES’17. p. 250-254. http://dx.doi.org/10.1145/3131151.3131190
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“The context should freely vary during test
execution as it does in production environments”

http://dx.doi.org/10.1145/3131151.3131190
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Test Case Model Input (I) Condition (C) Expected Result (E)

Usual Test Case Static Value Static Value Static Value

CSS Model A Dynamic Value Static Value Dynamic Value

CSS Model B Static Value Dynamic Value Dynamic Value

CSS Model C Dynamic Value Dynamic Value Dynamic Value

Test Case Perspectives

Doreste, A. C. S;  Travassos, G. H. (2020) . Towards Supporting the Specification of Context-Aware 

Software System Test Cases. XXIII Ibero-American Conference on Software Engineering (CIBSE 2020). 

http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf
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http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf
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Challenges in Testing CSS

Doreste, A. C. S;  Travassos, G. H. (2020) . Towards Supporting the Specification of Context-Aware 

Software System Test Cases. XXIII Ibero-American Conference on Software Engineering (CIBSE 2020). 

http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf

CATS#: A
CSS Test 
Cases Model
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http://cibse2020.ppgia.pucpr.br/images/artigos/10/S10_P1.pdf
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Matalonga, S.; Amalfitano, D.; Doreste, A.; Fasolino, A. R; Travassos, G. H. (2021) Alternatives for Testing 

of Context-Aware Contemporary Software Systems in industrial settings: Results from a Rapid Review.  

Submitted to Journal of Systems and Software. https://arxiv.org/abs/2104.01343

• Future Software Testing Research Suggestions:

• Evaluate the efficacy of real world models and their capacity to

represent the production environments.

• Measure the coverage of the Test Suites.

• Assure the functional suitability of generating test suites for evaluating

the correct behavior of CSS regarding the variation of context.

• Assure the safe CSS failure regarding safety-critical requirements

• Manage the CSS test activities, since practices and procedures

should evolve to manage the context and test suites in different

environments. The CSS must be dynamically tested!

• Use artificial intelligence approaches for dealing with the context

complexity and reducing the costs of dynamic testing processes for

CSS.

https://arxiv.org/abs/2104.01343
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The Experimental Software Engineering 
Group at COPPE/UFRJ 

(ese.cos.ufrj.br) 

• Experimental Software Engineering (ESE) is one of the
research topics of Software Engineering in the
Department of Systems Engineering and Computer
Science (PESC) of COPPE/UFRJ (www.coppe.ufrj.br).

• It aims to evolve SE Knowledge through experimentation
and using truly engineering principles and practices to
build contemporary software systems.

• One of our initiatives is DELFOS – Observatory of the
Engineering of Contemporary Software Systems, a
promoter of pre-startups.

http://ese.cos.ufrj.br/
http://www.coppe.ufrj.br/
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Facing the CSS Engineering Challenges and 
Pitfalls: 

Evidence-Based Software Engineering!

Scope

Quality

Classical

(old fashion)

Contemporary

(modern)

yesterday today

Figure adapted from Paulo Caroli, Lean Inception: How to Align People and 

Build the Right Product, 2018. https://leanpub.com/tothepoint. 
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Measure

https://leanpub.com/tothepoint


50

Facing the CSS Engineering Challenges and 
Pitfalls: 

Evidence-Based Software Engineering!
Evolve the Engineering Process:

• Use newer programming 

languages

• Simple artifacts

• Reuse

• Balance verification, validation and 

testing

• No working overtime  
Organize adequate development 

teams: 

Personnel with high level capacity

Experienced in the engineering process 

Domain knowledgeable

Pro-active

Communicative
Chapetta, W. A.; Travassos, G. H. Towards an evidence-based theoretical framework on factors 

influencing the software development productivity. EMPIRICAL SOFTWARE ENGINEERING, v. 25, p. 

3501-3543, 2020. http://dx.doi.org/10.1007/s10664-020-09844-5

Automate the Engineering 

Process:

• Use contemporary platforms

• Track the engineering process

• Communication tools

• Emulators to not delivered 

devices

Motivation, Autonomy, Communication, and 

Short-term projects

http://dx.doi.org/10.1007/s10664-020-09844-5
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Parasite Watch

Materializing CSS, so far…
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Shrimp IoT

Materializing CSS, so far…
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Materializing CSS, so far…

General use Dashboard https://dadoscovid19.cos.ufrj.br/
Minerva Bot (soon at 

coronavirus.ufrj.br)

Information Systems

https://dadoscovid19.cos.ufrj.br/
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Materializing CSS, so far…
Healthcare Solutions:

Low-cost IoT Oximeter +
Dashboard + App

Low-cost IoT Laryngoscope
+ Camera + App
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Facing the CSS Engineering Challenges 
and pitfalls

Continuous evolution of the 

Engineering Process:

• Ideation

• Innovation

• Technology Probe

• User Experience

• Quality Issues

• Collaboration

• Multidisciplinarity

• …

Acquiring evidence regarding the CSS phenomena

Combine qualitative and quantitative findings

Improve observations

Out of the box thinking!

Providing CSS technologies to 

support development:

• Context-aware testing environments

• IoT based continuous development

• …

BE EVIDENCE-BASED! 

USE CONTEMPORARY 

EMPIRICAL METHODS TO 

EVOLVE THE CSS ENGINEERING!



Presents contemporary empirical
methods in software engineering
that will impact future research!
Do not miss it…

https://www.springer.com/gp/book/9783030324889

Experimentation for CSS engineering

https://www.springer.com/gp/book/9783030324889
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